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MANAGING SECURE FIRMWARE UPDATES

BACKGROUND

As network-based computing becomes more and more
prevalent, increasingly large amounts of data are stored in
data centers. For example, a data center may store informa-
tion associated with individual processes and/or enterprise
solutions. As such, security concerns for the data of the data
centers will likely continue and may even increase. However,
some devices like servers or the like may execute based on
firmware that is updatable. For example, new versions of
firmware may enable particular pieces of hardware to operate
utilizing new technologies and/or techniques. However, in
some cases, appropriate firmware versions may be protected
or otherwise stored within data centers not directly connected
to the hardware devices for which they may update and it may
be desired that such firmware not leave the data centers in an
unprotected fashion. As such, managing the security of pro-
prietary data such as firmware updates may pose challenges to
developers and/or content providers.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments in accordance with the present dis-
closure will be described with reference to the drawings, in
which:

FIG. 1 illustrates an example environment for implement-
ing the management of secure firmware updates described
herein, according to at least one example;

FIG. 2 illustrates an example architecture for implement-
ing the management of secure firmware updates described
herein that includes at least one host computer, a portable
firmware update device, and/or one or more data center com-
puters connectable via one or more networks with the por-
table firmware update device, according to at least one
example;

FIG. 3 illustrates an example block diagram for describing
the management of secure firmware updates described herein,
according to at least one example;

FIG. 4 illustrates an example flow diagram of a process for
describing implementation of the management of secure
firmware updates described herein, according to at least one
example;

FIG. 5 illustrates another example flow diagram of a pro-
cess for describing implementation of the management of
secure firmware updates described herein, according to at
least one example;

FIG. 6 illustrates an environment in which various embodi-
ments of the management of electronic content performance
described herein can be implemented, according to at least
one example.

DETAILED DESCRIPTION

In the following description, various embodiments will be
described. For purposes of explanation, specific configura-
tions and details are set forth in order to provide a thorough
understanding of the embodiments. However, it will also be
apparent to one skilled in the art that the embodiments may be
practiced without the specific details. Furthermore, well-
known features may be omitted or simplified in order not to
obscure the embodiment being described.

Embodiments of the present disclosure are directed to,
among other things, managing secure firmware updates, man-
aging secure block storage transfer, and/or managing the
distribution of secure cryptographic information. In some
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examples, firmware updates may include instructions for
updating the firmware of a particular hardware device (e.g., a
network interface card, a router, a switch, a video card, etc.)
associated with a server or other computing device. For
example, certain hardware devices may have their firmware
(i.e., software for configuring hardware) updated prior to
booting up the hardware, a controller, or one or more proces-
sors configured to manage or control the hardware. In other
words, in some examples, it may be desired to update the
firmware of a particular piece of hardware before implement-
ing the operating system (OS) of the hardware or processors
associated with the hardware. For example, in one non-lim-
iting example, the firmware of a network interface card (e.g.,
of a server) may be out of date or otherwise inoperable.
However, the server may not be able to boot up without
successful operation of the network interface card. As such, it
may be desired to update the firmware of the network inter-
face card prior to booting the OS. In this example, one tech-
nique for updating the firmware would be to utilize a USB
drive. However, the firmware provider may not want to allow
the firmware information to be accessible outside of the data
center in which it is stored (other than to the device being
updated) and/or the firmware provider may want to ensure
that only the most current and/or newest versions are used for
updating firmware. As such, it may be possible to continue
USB update of firmware and at the same time eliminate USB
drives from the data center. In this way, only the host com-
puters (e.g., the hardware devices to be updated or the com-
puters that control the hardware devices to be updated) may
have access to the secure firmware update information.

In some examples, the management of secure firmware
updates may be implemented by a handheld portable device
configured with a connector (e.g., a universal serial bus
(USB) connector, a Firewire connector, a Thunderbolt con-
nector, an external serial AT Attachment (eSATA) connector,
or the like), multiple sets and/or types of memory, and/or a
network interface card. The network interface card may be
configured for wireless or Ethernet connection to a public
network (e.g., the Internet) or a private network (e.g., a local
area network). The USB connector may be configured to
communicatively connect to the host computer for data trans-
mission and/or for reception of power from the host com-
puter. In other words, in some examples, the portable device
may not be operable without power from the host. Addition-
ally, in some examples, the portable device may include some
flash memory or other non-volatile memory for storing an
OS, other software for operating the portable device or its
hardware (e.g., the network interface card described above),
and/or for storing device-specific information such as, but not
limited to, a media access control (MAC) address, an IP
address, authentication information (e.g., keys, etc.), etc.
Other data may also be stored in the flash or other non-volatile
memory as desired. Further, in some examples, the portable
device may include one or more volatile memory storage
devices or locations. For example, the network interface may
have its own volatile memory for caching or otherwise storing
packet and/or protocol information associated with network
data packets received or provided by the network interface.
Further, a second volatile memory may be included for stor-
ing the received firmware update information (e.g., the new
firmware update itself), the data blocks to be transferred,
and/or the cryptographic information. As such, as described
in further detail below, when a connection between the por-
table device and the host computer is terminated (e.g., the
USB drive is removed from the host), the data stored in the
second volatile memory (and/or the volatile memory that
enables the network interface) may be erased, destroyed,
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deleted, dereferenced, or otherwise made inaccessible. In
some examples, the volatile memory may lose all trace of the
data when power is removed, thus enabling a secure erase of
the data.

Additionally, in some examples, when the portable device
is attached (via USB) to the host computer the firmware of
which is to be updated, the network interface of the portable
device may be configured to establish a network connection
with a data center or other service provider computers (e.g.,
that may securely store or otherwise manage the firmware
updates). Once connected, and after authentication in some
examples, the portable device may receive the firmware
update from the data center or service provider. The firmware
update may be stored in a local volatile memory (e.g., the
second volatile memory that is not associated with the net-
work interface) of the portable device and/or subsequently
provided to the host computer for updating the firmware of
one or more hardware devices of the host. As such, the por-
table device may enable the host to update the firmware of its
hardware components. As noted above, in some examples,
once disconnected from the host, the portable device may lose
the firmware update that was stored in the volatile memory.

This brief introduction is provided for the reader’s conve-
nience and is not intended to limit the scope of the claims, nor
the proceeding sections. Furthermore, the techniques
described above and below may be implemented in a number
of' ways and in a number of contexts. Several example imple-
mentations and contexts are provided with reference to the
following figures, as described below in more detail. How-
ever, the following implementations and contexts are but a
few of many. For example, the volatile memory described
herein may be referred to as random access memory (RAM);
however any volatile memory that would not maintain data
stored therein once unplugged from a host and/or power
would be appropriate.

FIG. 1 depicts an illustrative environment 100 with which
techniques for managing secure firmware updates may be
described. In illustrative environment 100, a portable USB
device 102 may be provided for managing secure firmware
updates, managing secure block data transfer, and/or manag-
ing cryptographic information uploading. In some examples,
the portable USB device 100 may be configured with a USB
connector 103, a non-volatile memory 104, a volatile memory
106, and/or a network interface card (or other network inter-
face device) 108. The network interface card 108 may be
configured for wireless connections and/or wired connections
with one or more service provider computers 110 (e.g., those
of a data center or other provider of information) over one or
more networks 112. In some examples, the portable USB
device 102 may also include one or more processors and/or
controllers as well as additional volatile memory (e.g., as part
of the network interface card 108 or for caching). The por-
table USB device 102 may also be configured to receive
power from a host computer 114 via the USB connector 103
and/or act as a mass storage device for the host computer 114.

As desired, the service provider computers 110 may
include one or more data stores 116 for storing firmware
update data 118. The firmware update data 118 may include
firmware updates for various hardware devices (e.g., associ-
ated with the host computer 114 or other computing systems)
and/or various versions for each firmware update. For
example, a particular hardware device may be updatable with
any version of a particular type of firmware. As such, the data
store 116 may manage multiple different versions of the same
firmware and/or may indicate which version is the most cur-
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rent or newest. In this way, hardware devices may be updated
with the newest firmware or may be rolled back to an older
firmware if appropriate.

In some examples, the portable USB device 102 may be
configured to act as a gateway for providing secure firmware
updates to hardware components of the host computer 114
without storing the firmware updates while disconnected
from the host computer 114. In other words, the portable USB
device 102 may not store the firmware update data 118 while
the portable USB device is “portable;” instead, in some
examples, the portable USB device 102 may only store the
firmware update data 118 while connected to the host com-
puter 114. Additionally, in some examples, the firmware
updates may be stored in the volatile memory 106 as opposed
to other volatile memory locations of the portable USB device
110 (e.g., volatile memory used as a general cache for the
device and/or volatile memory used for storing network inter-
face card 108 data such as, but not limited to, packet protocol
information or the like). Instead, the volatile memory 106
may be used almost exclusively for storing the firmware
updates. As such, once the portable USB device 102 is dis-
connected from the host computer 114, and power is no
longer provided to the portable USB device 102, the firmware
updates may no longer be accessible. In some examples,
enabling the firmware update data 118 that is temporarily
stored in the volatile memory 106 to be rendered inaccessible
may include, but is not limited to, deleting the firmware
updates, dereferencing the firmware updates, and/or altering
the firmware update information such that is not usable.

As noted, in some examples, the portable USB device 102
may also be configured to be authenticated with or receive
authentication information from the service provider comput-
ers 110. Once authenticated, the portable USB device 102
may be able to receive the firmware updates or other secure
data from the service provider computers 110 via the net-
works 112 and store the firmware updates in the volatile
memory 106. In this way, the firmware updates may only be
stored while the portable USB device 102 is being powered by
the host computer 114 or other computing device that pro-
vides power. While connected to (or at least during a single
connection session with) the host computer 114, the portable
USB device 102 may then enable various hardware compo-
nents of the host computer 114 to be updated by providing the
firmware updates to the host computer 114. In this way, the
firmware updates remain either stored securely in the data
stores 116, temporarily stored in the volatile memory 106
while connected to the host computers 114, and/or stored by
the host computers 114 themselves (e.g., once provided via
the USB connection).

Additionally, in some examples, the non-volatile memory
104 may be configured to store software for operating the
portable USB device 102, identification information of the
portable USB device 102 (e.g., a MAC address or other
unique identifier), and/or authentication information of the
portable USB device 102 (e.g., a private or public key). In
some examples, the identification information may be uti-
lized for receiving authentication information and/or as
authentication information. In other words, in some cases, the
MAC address or other unique identifier and/or an IP address
associated with the host computer 114 and/or the portable
USB device 102 may be provided to the service provider
computers 110 as an indication of the identity of the portable
USB device 102. If the service provider computers 110 iden-
tify the portable USB device 102 as being on a white list or not
being on a black list, the service provider computers 110 may
then provide the firmware updates. In this way, the unique
identifier of the portable USB device 102 may act as the
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authentication information for accessing the secure firmware
updates. However, in other examples, the MAC address of the
portable USB device 102 may indicate to the service provider
computers 110 or another authentication computer that the
portable USB device 102 should receive authentication cre-
dentials. In this case, the authentication computer or a com-
puter associated with the service provider computers 110 may
then provide authentication credentials to the portable USB
device 102. The portable USB device 102 may then utilize the
authentication credentials to access the firmware updates
from the service provider computers 110. While reference is
made throughout to the portable USB device 102, it should be
understood any connector-type may be used for implement-
ing the features described herein. As such, the device 102
could easily be described throughout, without parting from
the intent of the disclosure, as a portable Firewire device 102,
a portable Thunderbolt device 102, a portable eSATA device
102, or the like.

FIG. 2 depicts an illustrative system or architecture 200 in
which techniques for managing secure firmware updates may
be implemented. In architecture 200, a portable USB device
102 may be configured to establish a USB connection 202
with a host computer 114 for updating firmware of various
hardware components of the host computer 114 with firm-
ware update data stored or otherwise managed by the service
provider computers 110 as shown in FIG. 1. As noted above,
upon connection 202, the host computer 114 may provide
electrical power to the portable USB device 102 via the USB
connection 202. Once powered, the portable USB device 102
may establish a network connection with the service provider
computers 110 via the one or more networks 112.

In some examples, the networks 112 may include any one
or a combination of many different types of networks, such as
cable networks, the Internet, wireless networks, cellular net-
works and other private and/or public networks. While the
illustrated example represents the portable USB device 102
accessing the service provider computers 110 over the net-
works 112, the described techniques may equally apply in
instances where the portable USB device 102 interacts with
the service provider computers 110 over a landline phone, via
a kiosk, or in any other manner. It is also noted that the
described techniques may apply in other client/server
arrangements (e.g., set-top boxes, etc.), as well as in non-
client/server arrangements (e.g., locally stored applications,
etc.).

In some aspects, the one or more service provider comput-
ers 110 may, in some examples, provide computing resources
such as, but not limited to, client entities, low latency data
storage, durable data storage, data access, management, vir-
tualization, cloud-based software solutions, electronic con-
tent performance management, etc. The one or more service
provider computers 110 may also be operable to provide web
hosting, computer application development, and/or imple-
mentation platforms, combinations of the foregoing, or the
like to one or more users or other entities. The one or more
service provider computers 110, in some examples, may pro-
vide secure data management including, but not limited to,
storing firmware updates and/or cryptographic information.

As described briefly above, portable USB device 102 may
allow the host computers 114 to interact with or otherwise
receive secure data from the service provider computers 110,
such as to update firmware of appropriate hardware compo-
nents and/or to enable storage of cryptographic keys for
secure booting. The one or more service provider computers
110, perhaps arranged in a cluster of servers or as a server
farm, may host applications and/or cloud-based software ser-
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6

vices. Other server architectures may also be used to host the
cloud-based software services.

The service provider computers 110 may be any type of
computing device such as, but not limited to, a server, a
mobile phone, a smart phone, a personal digital assistant
(PDA), a laptop computer, a desktop computer, a thin-client
device, atablet PC, an electronic book (e-book) reader, etc. In
some examples, the service provider computers 110 may be
able to communicate with the portable USB device 102 via
the networks 112, or via other network connections. Addi-
tionally, the service provider computers 110 may be part of'a
distributed system. Additionally, it should be noted that in
some embodiments, the service provider computers are
executed by one more virtual machines implemented in a
hosted computing environment. The hosted computing envi-
ronment may include one or more rapidly provisioned and
released computing resources, which computing resources
may include computing, networking, and/or storage devices.
A hosted computing environment may also be referred to as a
cloud computing environment. The service provider comput-
ers 110 may include one or more servers, perhaps arranged in
a cluster, as a server farm, or as individual servers not asso-
ciated with one another. These servers may be configured to
implement the content performance management described
herein as part of an integrated, distributed computing envi-
ronment.

In one illustrative configuration, the service provider com-
puters 110 may include at least one memory 214 and one or
more processing units (or processor(s)) 216. The processor(s)
216 may be implemented as appropriate in hardware, com-
puter-executable instructions, firmware, or combinations
thereof. Computer-executable instruction or firmware imple-
mentations of the processor(s) 216 may include computer-
executable or machine-executable instructions written in any
suitable programming language to perform the various func-
tions described.

The memory 214 may store program instructions that are
loadable and executable on the processor(s) 216, as well as
data generated during the execution of these programs.
Depending on the configuration and type of the service pro-
vider computers 110, the memory 214 may be volatile (such
as random access memory (RAM)) and/or non-volatile (such
as read-only memory (ROM), flash memory, etc.). The ser-
vice provider computer 110 may also include additional
removable storage and/or non-removable storage including,
but not limited to, magnetic storage, optical disks, and/or tape
storage. The disk drives and their associated computer-read-
able media may provide non-volatile storage of computer-
readable instructions, data structures, program modules, and
other data for the computing devices. In some implementa-
tions, the memory 214 may include multiple different types of
memory, such as static random access memory (SRAM),
dynamic random access memory (DRAM), or ROM.

Turning to the contents of the memory 214 in more detail,
the memory 214 may include an operating system and one or
more application programs or services for implementing the
features disclosed herein including at least an authentication
module 218 and/or a secure information module 220. In some
example, the authentication module 218 may be configured to
authenticate the portable USB device 102 and/or requests
from the portable USB device 102. In some examples, as
noted above, the authentication module 218 may determine,
based at least in part on a MAC address or IP address associ-
ated with the portable USB device 102, that the portable USB
device 102 is authorized to access the requested firmware
update or cryptographic keys. In which case, the authentica-
tion module 218 may indicate to the secure information mod-
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ule 220 that secure information may be provided to the por-
table USB device 102. In other examples, however, the MAC
or IP address of the portable USB device 102 may be utilized
by the authentication module 218 to identify that authentica-
tion credentials may be provided to the portable USB device
102. In this case, the authentication module 218 may provide
the credentials to the portable USB device 102, and the por-
table USB device 102 may then utilize the credentials to
access the secure content from the secure information module
220. As implied, the secure information module 220 may be
configured to manage the secure information (e.g., the firm-
ware updates and/or the cryptographic keys). Additionally,
the memory 214 may store access credentials and/or other
user information such as, but not limited to, user 1Ds, pass-
words, and/or other user information. In some examples, the
user information may include information for authenticating
an account access request such as, but not limited to, a device
1D, a cookie, an IP address, a location, or the like. In addition,
the user information may include a user provided response to
a security question or a geographic location obtained by the
portable USB device 102.

In some aspects, the portable USB device 102 may also be
any type of computing devices such as, but not limited to, a
USB drive, a mobile phone, a smart phone, a personal digital
assistant (PDA), a laptop computer, a desktop computer, a
server computer, a thin-client device, a tablet PC, etc. In some
examples, the portable USB device 102 may be in communi-
cation with the host computers 114 via the USB connection
and/or the service provider computers 110 via the networks
112, or via other network connections. The portable USB
device 102 may also include geo-location devices (e.g., a
global positioning system (GPS) device or the like) for pro-
viding and/or recording geographic location information
associated with the portable USB device 102

In one illustrative configuration, the portable USB device
102 may include at least one non-volatile memory 104 and
one or more processing units (or processor(s)) 227. The pro-
cessor(s) 227 may be implemented as appropriate in hard-
ware, computer-executable instructions, firmware, or combi-
nations thereof. Computer-executable instruction or firmware
implementations of the processor(s) 227 may include com-
puter-executable or machine-executable instructions written
in any suitable programming language to perform the various
functions described.

The non-volatile memory 104 may store program instruc-
tions that are loadable and executable on the processor(s) 227,
as well as data generated during the execution of these pro-
grams, and/or unique identifiers of the portable USB device
102 (e.g., MAC address, etc.). Depending on the configura-
tion and type of portable USB device 102, the non-volatile
memory 104 may be read only memory (ROM), flash
memory, or the like. The portable USB device 102 may also
include additional storage 228, which may include removable
storage and/or non-removable storage (e.g., the volatile
memory 106 discussed with reference to FIG. 1). The addi-
tional storage 228 may include, but is not limited to, random
access memory (RAM), magnetic storage, optical disks and/
or tape storage. The disk drives and their associated com-
puter-readable media may provide non-volatile storage of
computer-readable instructions, data structures, program
modules and other data for the computing devices. In some
implementations, the non-volatile memory 104 may include
multiple different types of non-volatile memory. Addition-
ally, the volatile memory 106 may include, but is not limited
to, RAM, parallel random access memory (PRAM), static
random access memory (SRAM), dynamic random access
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memory (DRAM), synchronous dynamic random access
memory (SDRAM), or other memory technology.

The non-volatile memory 104, the additional storage 228,
both removable and non-removable, are all examples of com-
puter-readable storage media. For example, computer-read-
able storage media may include volatile or non-volatile,
removable or non-removable media implemented in any
method or technology for storage of information such as
computer-readable instructions, data structures, program
modules, or other data. The non-volatile memory 104 and the
additional storage 228 are all examples of computer storage
media. Additional types of computer storage media that may
be present in the portable USB device 102 may include, but
are not limited to, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, DVD or other optical stor-
age, magnetic cassettes, magnetic tape, magnetic disk storage
or other magnetic storage devices, or any other medium
which can be used to store the desired information and which
can be accessed by the portable USB device 102. Combina-
tions of any of the above should also be included within the
scope of computer-readable media.

Alternatively, computer-readable communication media
may include computer-readable instructions, program mod-
ules, or other data transmitted within a data signal, such as a
carrier wave, or other transmission. However, as used herein,
computer-readable storage media does not include computer-
readable communication media.

The portable USB device 102 may also contain communi-
cations connection(s) 229 (e.g., the USB connector 103 as
shown in FIG. 1) that allow the portable USB device 102 to
communicate with the host computer 114, a stored database,
another computing device or server, user terminals, and/or
other devices on the networks 112. Turning to the contents of
the non-volatile memory 104 in more detail, the non-volatile
memory 104 may include an operating system 232 and/or one
or more application programs or services for implementing
the features disclosed herein including a controller module
234, a volatile memory module 236, a network module 238,
an authentication module 240, and/or a device decommis-
sioning module 242. In some examples, the controller module
234 may be configured to control the operations of the por-
table USB device 102 (e.g., establishing USB connections,
managing power, sending and/or receiving data requests
between the host computer 114 and the service provider com-
puters 110, storing the secure data in the volatile memory 106,
and/or activating one or more of the other modules 236, 238,
240, 242). In some examples, the OS 232 and the controller
module 234 may work together to control the portable USB
device 102.

In some examples, the volatile memory module 236 may
be configured to manage temporary storage of the secure
information (e.g., firmware updates, data blocks, computer
images, and/or cryptographic keys) from the service provider
computers 110. Additionally, in some examples, the volatile
memory module 236 may also be configured to manage block
data storage for downloading the block data to the portable
USB device 102 or for uploading the block data from the
portable USB device 102 to the service provider computers
110. In this way, the portable USB device 102 may also act a
gateway for backing up or otherwise storing entire blocks or
images of data from the host computer 114 to a storage
service of the service provider computers.

Additionally, as noted, the volatile memory module 236
may be utilized by the portable USB device 102 to provide the
firmware update information from the service provider com-
puters 110 to appropriate hardware components of the host
computer 114. In this way, data center security (e.g., of the
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service provider computers 110) may be maintained while
potentially eliminating USB flash drives from the data center.
Additionally, in some examples, the volatile memory module
236 may be configured to store the newest version of firmware
for each particular hardware component, thus ensuring that
updates are always done with the most recent version and no
older versions are inadvertently floating around on flash
drives. In some examples, the volatile memory 106 managed
by the volatile memory module 236 may be large or small. If
small, it be used as scratch space, or to cache a portion of the
blocks retrieved from the data center of the service provider
computers 110 to improve performance. If large enough,
however, the volatile memory 106 may be able to store an
entire file system image read from the data center. If desired,
the volatile memory 106 may also be used to mimic a write-
able drive while operating from a read-only file server, by
storing data written by the host computer 114 in RAM with-
out forwarding that data to the service provider computers
110.

Additionally, in some examples, the volatile memory mod-
ule 236 may be configured to manage credentials used to
access the service provider computers 110. However, in other
examples, the credentials may be stored in the non-volatile
memory 104. Additionally, in some examples, the volatile
memory module 236 may be configured to store crypto-
graphic information provided by the service provider com-
puters 110. For example, some computing devices may
include “secure boot,” “trusted boot,” or “verified boot” fea-
tures to verify the integrity of an OS, a bootloader, and/or a
basis input/output system (BIOS) file. In some examples,
these features may be implemented by using cryptographic
keys stored in the non-volatile memory 104. If tampering with
the OS or other software is detected, the computing device
may operate in a degraded mode or might refuse to boot at all.
In this case, the cryptographic keys that could enable the
special boot features may be requested and/or received by the
portable USB device 102 from the service provider comput-
ers 110.

In some examples, the network module 238 may be con-
figured to establish one a wireless or wired network connec-
tion with one or more other computing devices via the net-
works 112. Specifically, the network module 238 may
establish a connection with the service provider computers
110 or other computing devices capable of providing firm-
ware updates and/or cryptographic keys. Additionally, in
some examples, the authentication module 240 may be con-
figured to provide, receive, and/or manage authentication
credentials for the portable USB device 102. For example, the
authentication module 240 may be configured to manage
storage of any credentials in at least a portion of the non-
volatile memory 104 of the portable USB device 102. While
this may risk the leak of the credential information if the
portable USB device 102 leaves the data center (e.g., of the
service provider computers 110), the service provider com-
puters 110 may be configured to restrict use of the credentials
to a specific WiFi or Ethernet network (or to a specific MAC
address) so that the credentials may not be utilized by a rogue
device or the like. Further, in some examples, the credentials
could be retrieved by the portable USB device 102 at startup
via a network boot protocol such as Dynamic Host Configu-
ration Protocol (DHCP) or via a Preboot Execution Environ-
ment (PXE), and then stored in the volatile memory 106. As
such, the credentials may be erased or otherwise dereferenced
when power is no longer supplied to the portable USB device
102. Further, in some examples, the device decommission
module 242 may be configured to erase or otherwise decom-
mission a portable USB device 102 based at least in part on
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information indicating that the portable USB device 102 has
been stolen or otherwise compromised. The device decom-
mission module 242 may be configured to erase all data of the
portable USB device 102 (including non-volatile memory
104) and/or to send unique identifier information associated
with the portable USB device 102 to the service provider
computers 110 for updating a revocation list or the like.

A few additional examples of the operations of the portable
USB device 102 are also described in greater detail below
with reference to FIGS. 3-6.

FIG. 3 illustrates an example flow diagram showing one or
more techniques 300 for securely updating firmware, as
described herein. While techniques 300 are shown in FIG. 3 in
a particular order (including arbitrary sequence numbers), it
should be understood that no particular order is necessary and
that one or more steps or parts of the techniques 300 may be
omitted, skipped, and/or reordered. In at least one non-limit-
ing example, the portable USB device 102 described above
with respect to FIGS. 1 and 2 may receive power from a host
computer 114 via a USB connection. In some examples, the
power received by the host computer 114 may enable proces-
sors and/or a network interface card of the portable USB
device 102 to operate at least in order to store firmware
updates and/or cryptographic information in a volatile
memory of the portable USB device 102. In some aspects, the
portable USB device 102 may then be configured to provide
a unique identifier to a data center or the service provider
computers 110 described above with respect to FIGS. 1 and 2.
As noted, in some examples, the service provider computers
110 may be associated with or otherwise control a data store
116 configured to store secure information 302 (e.g., firm-
ware updates or other data requested by the host computer
114 through the portable USB device 102).

In some examples, the portable USB device 102 may
receive authentication credentials from the service provider
computers 110 at least in response to the unique identifier.
The portable USB device 102 may then provide the authen-
tication credentials to the service provider computers 110 or
to another set of computers. In response to the portable USB
device 102 being authenticated based at least in part on the
authentication credentials, the portable USB device 102 may
then receive the secure information from the service provider
computers 110. The portable USB device 102 may then be
configured to store the secure information in a volatile
memory of the portable USB device 102. Once stored tem-
porarily in the volatile memory of the portable USB device
102, the portable USB device 102 may provide the secure
information to the host computer 114 (at least in some
examples, enabling a firmware update of particular hardware
components of the host computer 114). At least at some point
after the host computer 114 has updated the firmware of the
appropriate hardware devices, the portable USB device 102
may lose power by being disconnected from the host com-
puter 114 (such as by a user or other entity removing the
portable USB device 102 from the USB connector of the host
computer 114). Based at least in part on the loss of power, the
portable USB device 102 may lose the secure information
(e.g., the volatile memory may be deleted, dereferenced, or
otherwise rendered inaccessible).

FIGS. 4 and 5 illustrate example flow diagrams showing
respective processes 400 and 500 for managing secure firm-
ware updates, according to at least a few examples. These
processes are illustrated as logical flow diagrams, each opera-
tion of which represents a sequence of operations that can be
implemented in hardware, computer instructions, or a com-
bination thereof. In the context of computer instructions, the
operations represent computer-executable instructions stored
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on one or more computer-readable storage media that, when
executed by one or more processors, perform the recited
operations. Generally, computer-executable instructions
include routines, programs, objects, components, data struc-
tures and the like that perform particular functions or imple-
ment particular data types. The order in which the operations
are described is not intended to be construed as a limitation,
and any number of the described operations can be combined
in any order and/or in parallel to implement the processes.

Additionally, some, any, or all of the processes may be
performed under the control of one or more computer systems
configured with executable instructions and may be imple-
mented as code (e.g., executable instructions, one or more
computer programs, or one or more applications) executing
collectively on one or more processors, by hardware, or com-
binations thereof. As noted above, the code may be stored on
a computer-readable storage medium, for example, in the
form of a computer program comprising a plurality of instruc-
tions executable by one or more processors. The computer-
readable storage medium may be non-transitory.

In some examples, the portable USB device 102 (e.g.,
utilizing at least one of the volatile memory module 236, the
network module 238, and/or the authentication module 240)
shown in FIG. 2 may perform the process 400 of FIG. 4. The
process 400 may begin at 402 by including establishing a
connection between the portable USB device 102 and a data
center (e.g., associated with the service provider computers
110 of at least FIG. 1). At 404, the process 400 may include
providing authentication credentials to the data center. The
authentication credentials may be a public or private key, or
the credentials may be a unique identifier associated with the
portable USB device 102 (e.g., the MAC address, and IP
address, WiFi network information, and/or Ethernet network
information). Additionally, in some examples, the process
400 may include receiving firmware update information from
the data center at 406. The firmware update information may
include the firmware update itself or information associated
with the firmware update such as, but not limited to, a version
number or the like. At 408, the process 400 may include
storing the firmware update in volatile memory of the por-
table USB device 102 while the portable USB device 102 is
attached to the host computing device. At 410, the process
400 may include providing the firmware update information
to the computing device attached to the portable USB device
102. Further, at 412, the process end by including disabling
access to the firmware update information stored in the vola-
tile memory after the portable USB device 102 is detached
from the host computing device.

FIG. 5 illustrates an example flow diagram showing pro-
cess 500 for managing secure firmware updates, according to
at least a few examples. The portable USB device 102 (e.g.,
utilizing at least one of the volatile memory module 236, the
network module 238, and/or the authentication module 240)
shown in FIG. 2 may perform the process 500 of FIG. 5. The
process 500 may begin at 502 by including identifying that a
portable device (e.g., the portable USB device 102 of FIGS. 1
and 2) is attached to an updatable device (e.g., the host com-
puter 114 of FIGS. 1 and 2). At 504, the process 500 may
include establishing a network connection between the por-
table device and a firmware provider (e.g., the service pro-
vider computers 110 of FIGS. 1 and 2). Additionally, in some
examples, the process 500 may include receiving instructions
for installing new firmware update on the updatable comput-
ing device at 506. In some aspects, at 508, the process 500
may include providing access to the new firmware informa-
tion only while the portable device is attached to the updat-
able device. Further, at 510, the process 500 may end by
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including enabling an update of the updatable device based at
least in part on new firmware provided by the portable device.

Tustrative methods and systems for managing secure
firmware updates are described above. Some or all of these
systems and methods may, but need not, be implemented at
least partially by architectures such as those shown at least in
FIGS. 1-5 above.

FIG. 6 illustrates aspects of an example environment 600
for implementing aspects in accordance with various embodi-
ments of this disclosure. As will be appreciated, although a
Web-based environment is used for purposes of explanation,
different environments may be used, as appropriate, to imple-
ment various embodiments of this disclosure. The environ-
ment 600 may include an electronic client device 602, which
can include any appropriate device operable to send and
receive requests, messages, or information over an appropri-
ate network 604 and convey information back to a user of the
device. Examples of such client devices include personal
computers, cell phones, handheld messaging devices, laptop
computers, set-top boxes, personal data assistants, electronic
book readers, and the like. The network can include any
appropriate network, including an intranet, the Internet, a
cellular network, a local area network or any other such
network or combination thereof. Components used for such a
system can depend at least in part upon the type of network
and/or environment selected. Protocols and components for
communicating via such a network are well known and will
not be discussed herein in detail. Communication over the
network can be enabled by wired or wireless connections and
combinations thereof. In this example, the network includes
the Internet, as the environment includes a Web server 606 for
receiving requests and serving content in response thereto,
although for other networks an alternative device serving a
similar purpose could be used as would be apparent to one of
ordinary skill in the art.

The illustrative environment 600 may also include at least
one application server 608 and a data store 610. It should be
understood that there can be several application servers, lay-
ers, or other elements, processes or components, which may
be chained or otherwise configured, which can interact to
perform tasks such as obtaining data from an appropriate data
store. As used herein the term “data store” refers to any device
or combination of devices capable of storing, accessing, and/
or retrieving data, which may include any combination and
number of data servers, databases, data storage devices and
data storage media, in any standard, distributed or clustered
environment. The application server can include any appro-
priate hardware and software for integrating with the data
store as needed to execute aspects of one or more applications
for the client device, handling a majority of the data access
and business logic for an application. The application server
provides access control services in cooperation with the data
store, and is able to generate content such as text, graphics,
audio and/or video to be transferred to the user, which may be
served to the user by the Web server in the form of HTML,
XML or another appropriate structured language in this
example. The handling of all requests and responses, as well
as the delivery of content between the client device 602 and
the application server 608, can be handled by the Web server.
It should be understood that the Web and application servers
are not required and are merely example components, as
structured code discussed herein can be executed on any
appropriate device or host machine as discussed elsewhere
herein.

The data store 610 can include several separate data tables,
databases or other data storage mechanisms and media for
storing data relating to a particular aspect. For example, the
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data store illustrated includes mechanisms for storing produc-
tion data 612 and user information 616, which can be used to
serve content for the production side. The data store also is
shown to include a mechanism for storing log data 614, which
can be used for reporting, analysis, or other such purposes. It
should be understood that there can be many other aspects
that may need to be stored in the data store, such as for page
image information and to access right information, which can
be stored in any of the above listed mechanisms as appropriate
or in additional mechanisms in the data store 610. The data
store 610 is operable, through logic associated therewith, to
receive instructions from the application server 608 and
obtain, update or otherwise process data in response thereto.
In one example, a user might submit a search request for a
certain type of item. In this case, the data store might access
the user information to verify the identity of the user, and can
access the catalog detail information to obtain information
about items of that type. The information then can be returned
to the user, such as in a results listing on a web page that the
user is able to view via a browser on the user device 602.
Information for a particular item of interest can be viewed in
a dedicated page or window of the browser.

Each server typically will include an operating system that
provides executable program instructions for the general
administration and operation of that server, and typically will
include a computer-readable storage medium (e.g., a hard
disk, random access memory, read only memory, etc.) storing
instructions that, when executed by a processor of the server,
allow the server to perform its intended functions. Suitable
implementations for the operating system and general func-
tionality of the servers are known or commercially available,
and are readily implemented by persons having ordinary skill
in the art, particularly in light of the disclosure herein.

The environment in one embodiment is a distributed com-
puting environment utilizing several computer systems and
components that are interconnected via communication links,
using one or more computer networks or direct connections.
However, it will be appreciated by those of ordinary skill in
the art that such a system could operate equally well in a
system having fewer or a greater number of components than
are illustrated in FIG. 6. Thus, the depiction of the system 600
in FIG. 6 should be taken as being illustrative in nature, and
not limiting to the scope of the disclosure.

The various embodiments further can be implemented in a
wide variety of operating environments, which in some cases
can include one or more user computers, computing devices
or processing devices which can be used to operate any of a
number of applications. User or client devices can include any
of'a number of general purpose personal computers, such as
desktop or laptop computers running a standard operating
system, as well as cellular, wireless and handheld devices
running mobile software and capable of supporting a number
of networking and messaging protocols. Such a system also
can include a number of workstations running any of'a variety
of commercially-available operating systems and other
known applications for purposes such as development and
database management. These devices also can include other
electronic devices, such as dummy terminals, thin-clients,
gaming systems and other devices capable of communicating
via a network.

Most embodiments utilize at least one network that would
be familiar to those skilled in the art for supporting commu-
nications using any of a variety of commercially-available
protocols, such as TCP/IP, OSI, FTP, UPnP, NES, CIFS, and
AppleTalk. The network can be, for example, a local area
network, a wide-area network, a virtual private network, the
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Internet, an intranet, an extranet, a public switched telephone
network, an infrared network, a wireless network, and any
combination thereof.

In embodiments utilizing a Web server, the Web server can
run any of a variety of server or mid-tier applications, includ-
ing HTTP servers, FTP servers, CGI servers, data servers,
Java servers, and business application servers. The server(s)
also may be capable of executing programs or scripts in
response requests from user devices, such as by executing one
or more Web applications that may be implemented as one or
more scripts or programs written in any programming lan-
guage, such as Java®, C, C# or C++, or any scripting lan-
guage, such as Perl, Python or TCL, as well as combinations
thereof. The server(s) may also include database servers,
including without limitation those commercially available
from Oracle®, Microsoft®, Sybase®, and IBM®.

The environment can include a variety of data stores and
other memory and storage media as discussed above. These
can reside in a variety of locations, such as on a storage
medium local to (and/or resident in) one or more of the
computers or remote from any or all of the computers across
the network. In a particular set of embodiments, the informa-
tion may reside in a storage-area network (SAN) familiar to
those skilled in the art. Similarly, any necessary files for
performing the functions attributed to the computers, servers
or other network devices may be stored locally and/or
remotely, as appropriate. Where a system includes comput-
erized devices, each such device can include hardware ele-
ments that may be electrically coupled via a bus, the elements
including, for example, at least one central processing unit
(CPU), at least one input device (e.g., a mouse, keyboard,
controller, touch screen or keypad), and at least one output
device (e.g., a display device, printer or speaker). Such a
system may also include one or more storage devices, such as
disk drives, optical storage devices, and solid-state storage
devices such as RAM or ROM, as well as removable media
devices, memory cards, flash cards, etc.

Such devices also can include a computer-readable storage
media reader, a communications device (e.g., a modem, a
network card (wireless or wired), an infrared communication
device, etc.) and working memory as described above. The
computer-readable storage media reader can be connected
with, or configured to receive, a computer-readable storage
medium, representing remote, local, fixed, and/or removable
storage devices as well as storage media for temporarily
and/or more permanently containing, storing, transmitting,
and retrieving computer-readable information. The system
and various devices also typically will include a number of
software applications, modules, services or other elements
located within at least one working memory device, including
an operating system and application programs, such as a
client application or Web browser. It should be appreciated
that alternate embodiments may have numerous variations
from that described above. For example, customized hard-
ware might also be used and/or particular elements might be
implemented in hardware, software (including portable soft-
ware, such as applets) or both. Further, connection to other
computing devices such as network input/output devices may
be employed.

Storage media and computer-readable media for contain-
ing code, or portions of code, can include any appropriate
media known or used in the art, including storage media and
communication media, such as but not limited to volatile and
non-volatile, removable and non-removable media imple-
mented in any method or technology for storage and/or trans-
mission of information such as computer-readable instruc-
tions, data structures, program modules or other data,
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including RAM, ROM, Electrically Erasable Programmable
Read-Only Memory (EEPROM), flash memory or other
memory technology, CD-ROM, DVD or other optical stor-
age, magnetic cassettes, magnetic tape, magnetic disk storage
or other magnetic storage devices or any other medium which
can be used to store the desired information and which can be
accessed by the a system device. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art
will appreciate other ways and/or methods to implement the
various embodiments.

The specification and drawings are, accordingly, to be
regarded in an illustrative rather than a restrictive sense. It
will, however, be evident that various modifications and
changes may be made thereunto without departing from the
broader spirit and scope of the invention as set forth in the
claims.

Other variations are within the spirit of the present disclo-
sure. Thus, while the disclosed techniques are susceptible to
various modifications and alternative constructions, certain
illustrated embodiments thereof are shown in the drawings
and have been described above in detail. It should be under-
stood, however, that there is no intention to limit the invention
to the specific form or forms disclosed, but on the contrary, the
intention is to cover all modifications, alternative construc-
tions and equivalents falling within the spirit and scope of the
invention, as defined in the appended claims.

The use of the terms “a” and “an” and “the” and similar
referents in the context of describing the disclosed embodi-
ments (especially in the context of the following claims) are
to be construed to cover both the singular and the plural,
unless otherwise indicated herein or clearly contradicted by
context. The terms “comprising,” “having,” “including,” and
“containing” are to be construed as open-ended terms (i.e.,
meaning “including, but not limited to,”) unless otherwise
noted. The term “connected” is to be construed as partly or
wholly contained within, attached to, or joined together, even
if there is something intervening. Recitation of ranges of
values herein are merely intended to serve as a shorthand
method of referring individually to each separate value falling
within the range, unless otherwise indicated herein, and each
separate value is incorporated into the specification as if it
were individually recited herein. All methods described
herein can be performed in any suitable order unless other-
wise indicated herein or otherwise clearly contradicted by
context. The use of any and all examples, or exemplary lan-
guage (e.g., “such as”) provided herein, is intended merely to
better illuminate embodiments of the invention and does not
pose a limitation on the scope of the invention unless other-
wise claimed. No language in the specification should be
construed as indicating any non-claimed element as essential
to the practice of the invention.

Disjunctive language such as the phrase “at least one of X,
Y, or Z,” unless specifically stated otherwise, is otherwise
understood with the context as used in general to present that
an item, term, etc., may be either X, Y, or Z, or any combina-
tion thereof (e.g., X, Y, and/or Z). Thus, such disjunctive
language is not generally intended to, and should not, imply
that certain embodiments require at least one of X, at least one
ofY, or at least one of Z to each be present.

Preferred embodiments of this disclosure are described
herein, including the best mode known to the inventors for
carrying out the invention. Variations of those preferred
embodiments may become apparent to those of ordinary skill
in the art upon reading the foregoing description. The inven-
tors expect skilled artisans to employ such variations as
appropriate, and the inventors intend for the invention to be
practiced otherwise than as specifically described herein.
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Accordingly, this invention includes all modifications and
equivalents of the subject matter recited in the claims
appended hereto as permitted by applicable law. Moreover,
any combination of the above-described elements in all pos-
sible variations thereof is encompassed by the invention
unless otherwise indicated herein or otherwise clearly con-
tradicted by context.

All references, including publications, patent applications,
and patents, cited herein are hereby incorporated by reference
to the same extent as if each reference were individually and
specifically indicated to be incorporated by reference and
were set forth in its entirety herein.

What is claimed is:

1. A portable device for managing secure firmware
updates, comprising:

a non-volatile memory that stores computer-executable

instructions;

a first volatile memory configured to store firmware update
data associated with the secure firmware updates;

a network interface device with a second volatile memory
configured to store protocol packet information associ-
ated with the secure firmware updates; and

a processor configured to access the non-volatile memory,
wherein the processor is configured to execute the com-
puter-executable instructions, while the portable device
is interacting with an updatable computing device, to
collectively at least:

enable reception of power, from the updatable computing
device, for operating the portable device while interact-
ing with the updatable computing device;

establish a network connection, via the network interface
device, with a data center computing device;

receive the firmware update data from the data center com-
puting device in response to an instruction to update
firmware of the updatable computing device;

store the firmware update data in the first volatile memory
only while the portable device is interacting with the
updatable computing device;

provide the firmware update data stored in the first volatile
memory to the updatable computing device based at
least in part on the instruction to update the firmware of
the updatable computing device; and

remove the power from the first volatile memory to destroy
content of the firmware update data.

2. The portable device of claim 1, further comprising a
connector for interacting with the updatable computing
device, the connector comprising a universal service bus
(USB) connector, a Firewire connector, a Thunderbolt con-
nector, or an eSATA connector.

3. The portable device of claim 2, wherein the connector is
configured to enable the reception of the power from the
updatable computing device.

4. The portable device of claim 1, wherein the first volatile
memory is configured as static random access memory
(SRAM) or dynamic random access memory (DRAM).

5. The portable device of claim 1, wherein the data center
computing device includes at least a server configured to
securely store the firmware update data for updating the
updatable computing device.

6. A first device for managing a secure firmware update,
comprising:

a first volatile memory configured to store data associated
with the secure firmware update while the first device is
interacting with a second device;

a processor configured to access computer-executable
instructions of a second memory of the first device,
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wherein the processor is configured to execute the com-
puter-executable instructions to collectively at least:

establish a network connection with a third device via a

network interface of the first device, the network inter-
face having a third memory for enabling the network
interface;

receive the data from the third device utilizing the network

connection;

store the received data in the first volatile memory only

while the first device is interacting with the second
device;

enable a firmware update of the second device based at

least in part on data stored in the first volatile memory;
and

disable access to the data after the first device is detached

from the second device.

7. The first device of claim 6, wherein the data associated
with the secure firmware update comprises instructions for a
most current firmware update for the second device.

8. The first device of claim 6, wherein the data associated
with the secure firmware update comprises an authentication
credential for enabling access of a most current firmware
update for the second device.

9. The first device of claim 8, wherein the processor is
configured to execute the computer-executable instructions to
collectively at least receive the authentication credential from
afourth device based at least in part on an identifier associated
with the first device, the fourth device configured to manage
credential information for accessing the data from the third
device.

10. The first device of claim 9, wherein the identifier asso-
ciated with the first device comprises a media access control
(MAC) address associated with the network interface of the
first device or an Internet Protocol (IP) address associated
with the first device.

11. The first device of claim 6, wherein the data associated
with the secure firmware update comprises a cryptographic
key for verifying integrity of at least one of an operating
system of the second device, a bootloader of the second
device, or a Basic Input/Output System (BIOS) file of the
second device.

12. The first device of claim 6, wherein the network con-
nection is established wirelessly, enabling access to the third
device independent of a location of the second device.

13. The first device of claim 6, wherein the first volatile
memory is configured to store the data associated with the
secure firmware update only during a time when the first
device is receiving power from the second device or the third
device.

14. The first device of claim 13, wherein the power is
received from the second device via a connector of the first
device, the connector comprising a universal serial bus (USB)
connector, a Firewire connector, a Thunderbolt connector, or
an eSATA connector.

15. The first device of claim 6, wherein the second device
comprises a hardware element capable of being updated
based at least in part on the data associated with the secure
firmware update.

16. The first device of claim 6, wherein content of the data
associated with the secure firmware update is destroyed upon
detachment from the second device.

17. The first device of claim 6, wherein the third device
comprises a memory configured to securely store a most
current firmware update for the second device.

18. A computer-implemented method for managing a
secure firmware update, comprising:
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under control of one or more computer systems of a hand-
held device configured with computer-executable
instructions, establishing a connection between the
handheld device and a data center via a network inter-
face of the handheld device, the network interface hav-
ing memory capable of enabling the network interface;

based at least in part on the established connection, pro-
viding an authentication credential to the data center;

receiving a firmware update from the data center and based
at least in part on a successful authentication using the
provided authentication credential;

storing the firmware update in a second volatile memory

only while the handheld device is attached to a comput-
ing device;

providing the firmware update to the computing device

attached to the handheld device; and

disabling access to the firmware update after the handheld

device is detached from the computing device.

19. The computer-implemented method of claim 18,
wherein the handheld device is configured to be attached to
the computing device utilizing a connector of the handheld
device, the connector comprising a universal serial bus (USB)
connector, a Firewire connector, a Thunderbolt connector, or
an eSATA connector.

20. The computer-implemented method of claim 18,
wherein disabling access to the firmware update includes
deleting the firmware update or destroying content of the
firmware update.

21. One or more non-transitory computer-readable media
storing computer-executable instructions for managing a
secure firmware update that, when executed by a portable
device controller of a portable device, configure the portable
device controller to perform operations comprising:

identifying that the portable device is attached to an updat-

able device;

establishing a network connection between the portable

device and a firmware provider via a network interface
of the portable device, the network interface configured
with network interface memory;
based at least in part on the established connection and a
request for new firmware, receiving instructions for
installing the new firmware on the updatable device;

providing access to a second volatile memory storing the
new firmware only while the portable device is attached
to the updatable device;

enabling an update of the updatable device based at least in

part on the new firmware provided by the portable
device; and

disabling access to the new firmware after the portable

device is detached from the updatable device.

22. The one or more non-transitory computer-readable
media of claim 21, wherein the portable device controller is
further configured to perform operations comprising enabling
authentication, by the firmware provider, of the portable
device prior to receiving the instructions for installing the new
firmware.

23. The one or more non-transitory computer-readable
media of claim 21, wherein the portable device is configured
to be attached to the updatable device utilizing a connector of
the portable device, the connector comprising a universal
serial bus (USB) connector, a Firewire connector, a Thunder-
bolt connector, or an eSATA connector.

24. The one or more non-transitory computer-readable
media of claim 23, wherein the connector is configured to
enable reception, by the portable device, of power from the
updatable device.



